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PFD: Users need detailed Reliability Analysis rather than just numbers

April 14 - 08:15 to 9:00am

Instructor: Feng Tao - Ph.D., TUV FS Eng, CFSP, ASQ’ CRE (Certified Reliability Engineer), is a safety system analyst at Hinz, a Rockwell
automation company, in Edmonton, Canada. He has extensive research experience on stochastic fault tolerant control using Markov
models, and is currently applying safety lifecycle to pipeline systems. His publication includes several peer-reviewed international journal
papers and one article on Control Magazine discussing process safety lifecycle planning.

Abstract:

Main Topic: PFD (Probability of Failure on Demand) verification is an important step in safety lifecycle, yet it has not received sufficient
attention. Many engineers argue that due to uncertainties in equipment failure data, extra effects spending on reliability calculation are
actually waste of time, and they rely on commercial software to simply get reliability numbers, e.g. PFD and STR (Spurious Trip Rate).
However, a detailed reliability analysis can provides more knowledge about the safety system. First, though reliability calculation is subject
to large uncertainties, it is very effective in evaluating different design options and finding the best one while taking many design
constraints into consideration. Second, a “transparent” and well documented reliability (PFD) calculation helps end users understand the
system they will operate, what to do when some equipment fails, how reliability/availability is affected by failures/repair/maintenance,
and which direction to go to get a more reliable system. These goals are difficult to achieve if end user is only provided with numbers (PFD
and STR) generated by software utilizing equations, i.e. from IEC-61508 part 6.

Compared to IEC 61508, ISA technical reports TR84.00.02 provides more detailed guidance to process safety practitioners on reliability
analysis. Reports on using simplified equations and Markov models for PFD verification are helpful, though some details are still missing or
are hidden. This has caused confusion and prevented people from trying these methods in application. In this paper, thorough analysis will
be given to help safety system practitioners to correctly apply these methods, and to take user specific maintenance strategy into
calculation.

Key Benefits:

This presentation will attempt to answer:

Why a detailed reliability (PFD) calculation is more preferred rather than a software generated report containing just numbers.
Delegates will know:

How simplified equations are derived and what assumptions are underlying.

Delegates will know:

How to apply Markov model method to calculate PFD and STR. Markov model is the most advanced and flexible method, which can take
many factors into consideration.

Hydraulic Modeling & Safe System Designs and
Operations in the Pipeline Industry

April 14 — 9:00 to 9:45am
Instructor: Martin Di Balsi
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ISA 18.2 - Lifecycles: Comparing Alarm Management and

Safety Instrumented Systems

April 14 - 10:00 to 10:45am
Instructor: Nick Sands

Abstract:

The new alarm management standard ANSI/ISA-18.2-2009 Management of Alarm Systems in the Process Industries, (ISA-18.2) has
requirements and recommendations for plants with control systems. One way to understand this new standard is to compare the activities
of the alarm management lifecycle to the activities in the more well know standard for safety instrumented systems ANSI/ISA—84.00.01—
2004 (IEC 61511 Mod) Part 1 Functional Safety: Safety Instrumented Systems for the Process Industry Sector — Part 1: Framework,
Definitions, System, Hardware and Software Requirements, (ISA-84). The lifecycles are different, but some similar activities take place in
each. This presentation will highlight some of the differences and similarities.

Maximizing Alarms as a Safety Layer of Protection

April 14 - 10:45 to 11:30am

Instructor: Stéphane Boily, P.Eng, CFSE — Senior Safety Engineer - Mr. Boily is a professional engineer with over 20 years of experience
in process control, safety instrumented systems design and functional safety. Mr. Boily also has experience in management. He has
worked in various industries such as on-shore and off-shore O&G, cement, aluminum smelters. His technical expertise lies in
specification development, Safety Requirements Specifications, SIL verification, SIL determination reporting, programming, testing,
commissioning and startup, electrical design, industrial process model design, TMR systems and Safety Instrumented Systems in general.
Mr. Boily received the Certified Functional Safety Expert (CFSE) certification in August 2004.

Abstract:
Safety and Security — It’s more than just a SIS!

Protecting critical industrial processes from attack has become a growing priority for many companies. Power plants, refineries, chemical
plants, and other industrial facilities have become more vulnerable as proprietary systems have evolved to open systems. With both the
number and the seriousness of security incidents on the rise, plant operators face increasing pressures to develop security programs for
their plant, and equipment manufacturers need to meet growing customer demand for products that are "secure-by-design.” This paper
will discuss the basis of Control System Security, the security life cycle, and examples of recent security breaches. As a result a better
understanding of the ties between what we currently know of control system safety and how this can be applied to the control system
security.

Maximizing Alarms as a Safety Layer of Protection

Recent industrial accidents at Texas City, Buncefield (UK) and Institute, WV (Bayer) have demonstrated what can happen when the alarm
system and operator response fail as a layer of protection in a safety instrumented system. These two elements are considered as one of
the first layers of defence when performing a layer of protection analysis (LOPA) as dictated by IEC 61511/S84. Industry practices suggest
that the probability of failure on demand (PFD) for the operator's response can vary from 1.0 to 0.1 depending upon design of the system,
working conditions, training etc. In exceptional situations, a PFD as low as 0.01 can be claimed. This means that the operator's ability to
help prevent the accident from occurring can vary between none (zero risk reduction) to significant (a risk reduction of 100X). This paper
will discuss how ISA's new standard on alarm management (ISA-18.2) can be used to ensure that the alarm system and operator are a
significant layer of protection in the performance of a SIS and in the prevention of industrial accidents.
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The ISA Certified Automation Professional (CAP) Certification

April 14 - 12:00 to 1:00pm & 3:45 to 4:30pm  April 15 -12:00 to 1:00pm
Instructor: Reg Wood - P. Eng., Department of Chemical and Materials Engineering, University of Alberta
Abstract:

The ISA CAP certification, introduced in 2005, is available to individuals who have a two year diploma in Engineering Technology or a four
year automation related University degree, with satisfactory instrumentation and control work experience.

This presentation will focus on the following topics:

a) Benefits of CAP certification;

b) Application requirements to apply to write the CAP examination;
c) Preparing for the CAP examination;

d) Range of topics covered by the CAP examination.

RISI

April 14 - 1:15 to 2:00pm

Instructor: Aris Espejo - P. Eng.

Abstract:

“What Went Wrong? A Study of Actual Industrial Cyber Security Incidents

The topic of control system cyber security gets a lot of coverage these days in the media. Some may even say that the topic is "over
sensationalized" and gets too much coverage. The representative of the Security Incidents Organization (SIO), a non-profit corporation
focused on industrial security incident research, will present a detailed study of actual control system cyber security incidents. The study is
based on data from the Repository of Industrial Security Incidents (RISI), a database that is operated and maintained by SIO. The database
contains over 165 fully vetted records of actual control system security incidents that have occurred over the last 20 years. It is the largest
known collection of its kind and thus provides a factual look at the real threats and vulnerabilities that have been exploited in the past."

ISA 100 - Application Story

April 14 - 2:00 — 2:45pm

Instructor: Dustin Bizon - has worked for 6 years as a construction and field service technician in the Alberta oil industry and is now the
Account Manager for Honeywell Field Solutions for Northern Alberta and Northern BC. Mr. Bizon graduated from NAIT Instrumentation
Engineering Technology in 2000.

Abstract: ISA 100 — Application Story will be an update of the ISA 100.11A Standard with an overview of the ISA 100 Multivendor
installation at Arkema Chemicals in Crosby, Texas.

Alberta Environment

April 14 — 3:00 to 3:45 pm
Instructor: Marilyn Albert and Jolene Scott
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Time Management & the Importance of 1440

April 14 - 8:15 to 9:00am April 15-10:00 to 11:30am

Instructor: David MacAngus — In 1984 | launched my career in Dale Carnegie Training and the excitement is still here. Working with
individuals along with their organizations has offered a rewarding career that has always put me in a growth mode. Currently a multi-Dale
Carnegie Course instructor, | find myself more often in discussion with business leaders looking for how Dale Carnegie Training can help
create strong, confident leaders to take on the responsibility of moving the organization to the next level. | feel that the ability to relate to
our customers needs is the key to our success. Companies that | have worked with over the years are: Syncrude Canada, Agricore United,

VOXCOM, Peace Hills General Ins., North American Road, Finning, and Precision Drilling.

?S‘afety
SEQ\RH’

David is married to Heather who also works with him in the Dale Carnegie office and has 3 children; Courtney his oldest daughter, Erin who

is in post secondary education — Grant MacEwan, and Michael who is a student at the U of A.

Abstract:

Where do we spend our time today

Evaluating profitable action

Identify time robbers and develop strategies to avoid
Moving ahead with action plans

Follow up that turns into Appointments & Sales

April 14 -10:00 to 11:30am  April 15 - 8:15 to 9:45am
Instructor: David MacAngus
Abstract:

Research/ Plan/Call

Now | have you what do | say — (Rapport)
Transition from Hello to business

Tie the Trade show to the Business discussion
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ISA 99: Cyber Security for Industrial Automation & Control Systems

April 15 -08:15 to 09:00am
Instructor: Joel Langill - TUV FS-Eng ID 1772-09, CCNA Solution Consultant / Staff Engineer
Abstract:

Imagine cybercriminals penetrating your plant’s information technology infrastructure and embedding code fragments that could be
triggered at a later date to shut down your control system. What if a disgruntled former engineer was able to remotely access the control
system and cause an incident preventing the operators from using the HMI to control the process?

It is not a dream — these events have actually occurred! In April of this year, it was reported that U.S. intelligence agencies have uncovered
software within the U.S. electrical grid actively being used to navigate and map the electrical system and its controls. Security advisories
continue to be issued for numerous control system and SCADA packages describing various vulnerabilities that could be exploited and
negatively impact control actions, communications, and/or normal operation of these systems.

The “sasser” worm in 2004 was able to successfully disable crucial safety indicators on platforms in the Gulf of Mexico. The well-known
SQL “slammer” worm in 2003 succeeded in disabling the safety system’s HMI at an inactive nuclear power plant in Ohio. Greg Garcia,
former Assistant Security for Cyber Security & Communications with the US-DHS, stated at the ISA Expo in Houston in early October that
“all industries using digital control systems that are run over an IP network are vulnerable. Some [companies] are waking up to the
vulnerabilities and making appropriate investments in vulnerability assessments and mitigation, and others remain asleep at the switch or
are burying their heads in the sand”.

Have you changed your control system passwords lately? Are the default user accounts and passwords created by the vendor still
enabled? Since the control system is located inside a control room within the physical security perimeter of the plant, | do not need to
worry about user accounts and passwords, right? Wrong! A contractor in Australia, using standard radios and control system
programming software, was able to disrupt normal operation of a wastewater treatment facility and successful spill hundreds of thousands
of gallons of sewage into parks, streams and the grounds of a major luxury hotel. It took two months and 46 successful and unexplainable
system faults before he was finally arrested.

Dennis Blair, Director of National Intelligence, said that “a growing array of state and non-state adversaries are increasingly targeting for ...
disruption or destruction of our information infrastructure, including ... embedded processors and controllers in critical industries.”

Not all incidents are caused by deliberate attacks from hostile adversaries. A simple software update on a plant’s business network used to
monitor control system caused a disruption in communication to the safety system leading to a plant shutdown.

Last week alone, the Dept. of Homeland Security’s Computer Emergency Readiness Team published a list of over 100 NEW security
vulnerabilities in everyday industrial applications like Adobe Acrobat, Oracle, and Citrix. Without the people, products and processes to
maintain a safe and security industrial control system, your control system and your plant could be exposed to unnecessary risks due to a
cyber threat exploiting these known vulnerabilities. There is no silver bullet that will minimize all risks for all situations. This is why it is
important to understand the common threats, vulnerabilities, and countermeasures that can be applied to each unique situation to help
reduce cyber risk.

Control System Security Programs

April 15-09:00 to 09:45am

Instructor: Rick Lichtenfels - Deputy Director, Control Systems Security, National Cyber Security Division, U.S. Department of Homeland
Security

Rick Lichtenfels is the Deputy Director of the Department of Homeland Security (DHS), National Cyber Security Division, Control Systems
Security Program (CSSP). Mr. Lichtenfels has over 13 years of engineering and management experience within both the public and private
sectors, working at GTE Government Systems as a network modeling engineer and later at Booz Allen Hamilton as an associate. Prior to
becoming the CSSP Deputy Director in April 2009, Mr. Lichtenfels spent the previous 4 years at the DHS’ National Communications System
(NCS) where he led the NCS’ Modeling, Analysis and Technology Assessment branch. In this role, Mr. Lichtenfels developed the NCS’
Internet analysis capability and led efforts to model the effectiveness of various priority services mechanisms within carrier networks. Mr.
Lichtenfels has a B.S. in Electrical Engineering from the University of Maryland at College Park.
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Common Cybersecurity Vulnerabilities and Case Studies

April 15 -10:00 to 10:45am

Instructor: Sedn Paul McGurk - Director Control Systems Security, National Cyber Security Division, U.S. Department of Homeland
Security. Sean McGurk is the Director of the Department of Homeland Security, National Cyber Security Division, Control System Security
Program (CSSP).

Mr. McGurk had 28 years of service in the United States Navy with 20 years in the Navy's nuclear weapons program, serving on six fleet
ballistic missile submarines and several shore facilities. He led two submarines as Chief of the Boat, and served as the Command Master
Chief for a Tactical Electronics Warfare Squadron and the Navy's only forward deployed Carrier Air Wing. He worked as an arms control
inspector for the Department of Defense where he conducted numerous inspections throughout the Soviet Union and subsequent
Commonwealth of Independent States in accordance with the Intermediate Nuclear Forces (INF), the Strategic Arms Reduction Treaty
(START) and the Conventional Armed Forces in Europe Treaties. His final assignment was as the Executive Assistant to the Master Chief
Petty Officer of the Navy, the senior leader for a workforce of over 400,000 people in all fifty states and 109 foreign countries. Since leaving
the Navy, Mr. McGurk has managed a number of significant system development and IT security programs in the private sector supporting
the Department of Defense and the Intelligence Community. Mr. McGurk was selected for his current position in January, 2008.

Mr. McGurk is a member the Information Systems Security Association (ISSA) and the Institute of Electrical and Electronics Engineers
(IEEE). He is a graduate of the University of Phoenix and the U.S. Navy Senior Enlisted Academy.

Wireless for 2010 and Bevond

April 15 - 10:45 to 11:30am

Instructor: Bill Noelck - Spartan Controls

Abstract:

Security including: Encryption, authentication, Verify, Anti-Jamming and Key Management

Safety including: Human Resources, Safety Mustering, Wireless Camera's, and Safety applications such as Safety Showers and Eye wash
Stations.

Asset Management including: Mobile worker, Mobile assets, Productivity
Maintainability including: Preventative maintenance, Health diagnostics

FDT- An Open Asset Management Interface Tool

April 15 - 1:15 to 2:00pm
Instructor: Peter McVea

Safety & Security Track Sales Track Alarm Management Track
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Focus on Safety - the People Process and Safety Systems

April 15-2:00 to 2:45pm
Instructor: Brent Mitchell - P.Eng., Principal Process Automation Engineer, Control and Instrumentation Expert, Edmonton

Brent has over 18 years of plant controls and automation experience in an operating environment. Brent has worked for major energy
companies such as Syncrude and Suncor, and is now a Principal Process Automation Engineer and Lead on KemeX’s Operational Excellence
Team. Brent’s past roles include: Instrumentation and Controls Lead, Steam Area Engineering Lead, and process safety and operability
project lead.

Abstract:

Over the last 5 years, Alberta has seen the growth of many new or expanded operations. Whether it is during the transfer of the new
facilities from EPC to Owner/Operator, or coming up to speed internally on best practices with the new or current operations - all need to
acquire the understanding to operate the facility safely and reliably. This presentation outlines the standardized review process

undertaken to bring facilities ranging from SAGD to world-scale petrochemical facilities to safe operation — increasing the overall
understanding of all participants from Operations to Engineering. Case Studies will be reviewed based on actual Alberta plant examples.

Wireless Audit

April 15 - 3:00 - 3:45pm

Instructor: lan Verhappen

Abstract:

Wireless is the "network du jour" at present, however what does this mean to the typical End User?

This presentation will provide an overview of the industrial wireless landscape, including the potential for conflicts with non-industrial uses
and then follow-up with some suggested practices and procedures on what to consider in the areas of site survey, audit, security, and

analysis when preparing for a wireless installation.

Creating a Tangible Business Justification for Alarm Management

April 15 -8:15 to 9:45am

Instructor: Kevin Brown - is currently the Manager of the North American Alarm Management team at Matrikon Inc. Throughout his 20+
years in process control he has developed controls and safety systems to optimize and improve reliability and is a trained Hazop leader.
Kevin has facilitated several rationalizations and has been brought in to write Alarm Philosophy’s as well as actively reviews process plant’s
alarm management systems and compares them to the standards and the process industry.

Abstract:

In this session, you will learn about practical situations where alarm management provides tangible benefits to most operating companies.
In many cases the technical or engineering staff, are living in the operating world and have a gut feel first impression that better alarm
handling would have an important impact on the facility; however, it has been a very challenging project to justify from an ROI perspective.
Based on 15 years of projects and results, this training course will walk through concrete examples of where the benefits reside, and more
importantly, how to identify those benefits at your facility, specifically.

Safety & Security Track Sales Track Alarm Management Track
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Using Alarms and Events to Better Operate & Maintain Your Facility

April 15 -10:00 to 11:30am
Instructor: Kevin Brown
Abstract:

Based on the Monitoring & Assessment section of the ISA SP18.2 Alarm Management standard, this session looks not at how to analyze
your alarm system in general, but rather how to use some simple analysis based on different job functions at your plant. Operators will
learn how to use alarm data to perform better shift handovers, spot developing process and equipment problems, and ensure developing
problems on previous shifts are known. Engineering will learn how to use alarms and events to spot bottlenecks in the process, equipment
constraints, and control strategies that are no performing as intended. Maintenance & Technicians will learn how to use alarms and events
to spot and diagnose equipment, instrumentation, and reliability problems. This session is interactive and uses real data so that the
students can see first-hand what to look for and the optimal formatting of this information.

Alarm Rationalization & Changing The Board Operators Interaction With Alarms

April 15 -1:15 to 2:45pm
Instructor: Kevin Brown
Abstract:

Based on the Rationalization section of the ISA SP18.2 Alarm Management Standard, this session looks at not only the proper approach to
rationalize alarms but also the impact it has on the board operator and change in behavior required to keep your process in its desired
operating envelop and the intervention required when your process starts to go beyond design limits. This session uses real data to
practically apply the theories taught in this course.
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